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Internet Monitoring 
Background

• 2001 and 2002 – VDOT Used Raw Firewall 
Logs to Audit Use of Internet

• Abusers Identified, Most Egregious Fired 
• 2002 – VDOT Acquired 8e6 Internet Tool 

to Aid Managers in Systematic 
Monitoring

• Future – Exception Reporting



Internet Monitoring 
Purpose

• Protect Corporate Reputation
• Assist Managers
• Improve Productivity
• Block Risk-Intense Access 
• Support Acceptable Use Policy
• Minimize Litigation Exposure
• Develop Trends of Web Use or Misuse
• Improve Internet Use (Plan-Do-Check-Act)



Internet Monitoring Tool



8e6 R3000 Categories
URL Inventory is Updated Daily

Threats Liability

Adult Content
Child Porn
Explicit Art
Obscene/Tasteless
Pornography/Adult 
Content
R-rated

Illegal/Questionable
Criminal Skills
Dubious/Unsavory 
Hate
Illegal Drugs
School Cheating
Terrorist

Security
Bad Reputation Domains
Botnet
Hacking
Malicious Code
Phishing
Spyware
Web Proxies

Bandwidth/
Productivity

Bandwidth
Image Server
Internet Radio
Peer-to-Peer (P2P) File 
Sharing
Streaming Media
Video Sharing 
Voice Over IP (VoIP)
Web Storage 

Internet 
Communication
Chat
Instant Messaging (IM)
Message Boards
Online Communities
Web E-mail
Web logs
Web-based Productivity 
Applications 

Internet Productivity
Adware
Banner Ads
Dynamic DNS
Fantasy Sports 
Free Hosting 
Remote Access
Web Hosts

Business/Investments
Business
Employment
Financial 
Online Trading/Brokerage
Real Estate 

Community/
Organizations
Community Organizations
Local Community 

Education
Education
Education Cheating 
Educational Games
Online Classes
Reference 

Entertainment
Art
Comics
Entertainment
Gambling
Games
Humor
Kids - Kid Friendly Sites 
Movies & Television
Music
Online Greeting Cards 
Restaurants/Dining
Theater 

General 
Productivity

Government/ Law/ 
Politics
Government
Legal
Military Appreciation
Military-Official
Political Opinion

Health/Fitness
Fitness
Health
Holistic
Self Help

Information 
Technology
Freeware/Shareware
Information Technology
Internet Service 
Providers
Portals
Search Engines
Web-based Newsgroups

Miscellaneous
Domain Landing
Edge Content Server / 
Infrastructure 
Intranet/ Internal Servers
Invalid Web pages
Reviewed/ Miscellaneous

News/Reports
News
Sports
Weather/ Traffic 

Religion/Beliefs
Paranormal
Religion 

Shopping
Classifieds
Online Auction
Online Greeting Cards
Shopping

Society/ Lifestyles
Alcohol
Animals/ Pets
Books & Literature/ 
Writings
Personals / Dating 
Drugs
Fashion
Lifestyle
Recreation
Self-Defense
Social Opinion
Tobacco
Weapons

Travel/Events
Tickets
Travel
Vehicles

Prohibited Categories in Red



Internet Monitoring 
Reports

• Produced Weekly
• VDOT Format
• Provided Electronically

– Wall Clock Use by Date/User
– Internet Category Access by Date/User
– Internet Site Access by Date/User



Wall Clock Use
by Date/User

---------------------------------- Section=CO-ITD -------------------------------------------
Sun     Mon     Tue     Wed     Thu     Fri     Sat   Max

User Name     May 25  May 26  May 27  May 28  May 29  May 30  May 31  Day  Total Blocked Porn

User.Name01     4       195     198     461      46      77     4    461   985    1       0 
User.Name02     .        12     101     119     149     318     .    318   699    0       0 
User.Name03     .         .      66     179     263     187     .    263   695    0       0 
User.Name04     .         .      61      69     121     236     .    236   487    1       1 
User.Name05     .         .       .     204     126      54     .    204   384    2       1



Internet Category Access
by Date/User

------------------------------- Section=CO-ITD date=29MAY2008 ---------------------------------
Tot User   Tot Cat

User Name         Time      Time    Category                  Pages    Objects    IP Address

User.Name01       159        118    Unknown                     405        552    172.30.94.123  
14    Banner                      59         58    172.30.94.123  
8    Entertainment               31        180    172.30.94.123  
6    Weather/Traffic             14         12    172.30.94.123  
5    News                        11         97    172.30.94.123  
3    Chat                        8        150    172.30.94.123  
2    General Business            3         79    172.30.94.123  
1    Information Technology      1        579    172.30.94.123  
1    Reference                   1          2    172.30.94.123  
1    VDOT                        2          4    172.30.94.123  

User.Name02       153         87    Unknown                     179        244    172.30.91.123   
20    Banner                      44         63    172.30.91.123  
17    Employment                  64        172    172.30.91.123  
14    Information Technology      28        664    172.30.91.123  
7    Search Engines              9          3    172.30.91.123  
2    Entertainment               9         54    172.30.91.123  
2    General Business            6         51    172.30.91.123  
1    Movies & Television         3          0    172.30.91.123  
1    Music Appreciation          1         86    172.30.91.123  
1    R-Rated                       1          0    172.30.91.123  
1    Streaming Media             1         87    172.30.91.123



Internet Site Access
by Date/User

Dist Group Date User IP Category Sitename Site
Obj

Site
Page

Site
Time

Cat
Time

User
Time

Usr
TmSum

CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown 209.133.65.11 0 135 27 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown i1.sinaimg.cn 238 8 7 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown 164.106.10.175 0 15 5 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown bbeshop.com 9 5 4 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown aison-int.com 1 3 1 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown rm04.net 4 2 1 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown egreetings.com 1 0 0 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown ruceci.com 4 0 0 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Government virginia.gov 0 135 27 29 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Government 209.96.148.192 26 7 2 29 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Education vccs.edu 693 20 9 16 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Education 164.106.81.251 238 8 7 16 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 General Business Entrust.net 0 15 5 5 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Information Tech liveperson.net 6 15 2 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Information Tech 209.96.149.107 0 2 1 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Information Tech adobe.com 2 0 0 3 101 69
CO CO-ITD 29-May-08 User.Name01 172.30.191.107 VDOT virginia.gov 28 7 2 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 VDOT state.va.us 13 5 1 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 VDOT vipnet.org 3 0 0 3 101 69



Internet Monitoring 
Open Discussion

Mr. Caffee and I Are Available for Additional 
Information or Impressions That May 
Contribute To the ISO’s Cognitive Basis for 
Internet Monitoring Decision-Making.

Cameron.Caffee@VDOT.Virginia.gov (804) 786-4882
James.Austin@VDOT.Virginia.gov (804) 786-9315
Tom.Hutton@VITA.Virginia.gov (804) 786-6578
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